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This course is designed as a review of the skills that are applicable to the EnCE certification
process taught during the Foundations of Digital Forensics and Building an Investigation
courses. The course prepares students to successfully complete the Phase I and Phase II
EnCE of the certification examination.
The instruction is intended as a review of previously delivered material and is purposely
not as in-depth as that provided during the full-length courses. This course should not
be considered as a replacement for the full-length Foundations of Digital Forensics and
Building an Investigation courses and, due to the pace at which this class runs, basic experience
using OpenTexr Encase~ Forensic is encouraged.

Day1
Day one starts with an introduction to the Encase Forensic Version B (Encase Forensic) and
examination methodology. Attendees review the techniques for creating a case and working
within the Encase environment. and then walk through the steps for acquiring an evidence
file, working with single files and creating Encase logical evidence files.
Discussions on the concept of digital evidence and how computers work-paying particular
attention to the associated impact on forensic examination-are also included. Attendees
are provided instruction on the use of the Encase Evidence Processor and participate in a
discussion of the FAT, exFAT and NT file systems.
The day's instruction concludes with the auditing of a physical device, including the examination,
identification and recovery of logical disk structures.

The main areas covered on day one include:
• Exploring Encase Forensic concepts and acquisitions
• Understanding Encase methodology
• Creating an Encase case file
• Navigating within the Encase environment
• Understanding Encase Forensic concepts
• Understanding the structure and function of Encase evidence files, case files and
configuration files
• Examining live and acquired evidence using Encase Forensic
• Understanding Encase acquisition concepts
Understanding the concept of digital evidence and its impact on an investigation
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